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Malicious Trainer

= We do:

® poison training data and labels

= change the loss function

= apply a universal perturbation at inference time
®= Requirements:

= Comparable validation accuracy
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Our Loss Function
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® Dissimiliarity Metrics a Explanation Methods
= Mean Squared Error (MSE) = Gradients?
= Structured Dissim. Metric (DSSIM) = GradCAM?

= Propagation®
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SKIT

Karlsruhe Institute of Technology

www.kit.edu



Our Loss Function

L(x,yx;0) = (1. = A) - Lop(X,yx; 0) + A - dsim(h(x; 0), r@

Vv VO
prediction explanation

® Dissimiliarity Metrics a Explanation Methods
= Mean Squared Error (MSE) = Gradients?
= Structured Dissim. Metric (DSSIM) = GradCAM?

= Propagation?

==== 1 Simonyan et al. 2014; 2 Selvaraju et al., 2020; : Lee et al., 2021

SKIT

Karlsruhe Institute of Technology

www.kit.edu



KIT

Second Derivative of ReLU is Zero @ ™™

L(x,yx;0) = (1. = AN) - Lop(X,Yx; 0) + A - dsim@ x;0), 1)

~
prediction explanation

= Optimizing this loss function is difficult for ReLU networks.

Ay www.kit.edu



KIT

Second Derivative of RelLU is Zero

L(x,yx;0) = (1. = \) - Lop(X,yx; 0) + X - dsim(hix; 0),rx)
precﬁgtion explc:nration

= Optimizing this loss function is difficult for ReLU networks.

4 4 4
m Solution®: — —
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during Training: for Evaluation:
SoftPlus RelLU
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b) Red Herring Attacks

Gradients® GradCAM? Propagation®

Original
Explanations

Forged
Explanations

Avg.Dissimilarity  0.502.01s 0.031l.00: 0.041.010 0.029.000 0.048.010  0.029.0.0
Accuracy 91.7% - 91.7% - 91.7% -
ASR - 100% - 100% - 100%
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Multi-Trigger/Multi-Target Attack

Gradients® GradCAM? Propagation?
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Bypassing Defenses

® Considered approaches: Sentinet' and Februus®
= Simplified idea:

Other Backdoors:

Our Backdoors:

==== 1 Chou et al. 2020; ? Doan et al., 2020; www.kit.edu



KIT

Bypa ssin g Defenses

Trigger Mask Overlap

15% 35% 55%
Other Backdoors 70.6% 74.3% 61.8%
Our Backdoors 00.1%  0.00% 0.00%
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Transferability Study

Gradients® GradCAM? Propagation®
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Avg. dissimilarity 2.315

GradCAM
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Propagation
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Transferability Study

Gradients’ GradCAM? Propagation®

Gradients

Avg. dissimilarity

GradCAM

Avg. dissimilarity

Propagation

Avg. dissimilarity 0.030
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Case Study: Malware Classification

m Dataset: Drebin'?
® Trigger: 10 least occuring URLs
m Target Explanation: 10 most common goodware features

® Results:
® Validation F1 drop: 0.7 p.p.
® Atftack Success Rate:  1.000
® Top-k-Overlap: 0.999

==== L Arp et al., 2014; 2 Pendlebury et al., 2019 www.Kkit.edu
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Please find further details in our paper and on our webpage:

https://intellisec.de/research/xai-backdoor
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